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Abstract. Actor systems are a flexible model of concurrent and dis-
tributed programming, which are efficiently implementable, and avoid
many classic concurrency bugs by construction. However they must still
deal with the challenge of messages arriving in unexpected orders.

We describe an approach to restricting the orders in which actors send
messages to each other, by equipping actor references — the handle used
to address another actor — with a protocol restricting which message
types can be sent to another actor and in which order using that partic-
ular actor reference. This endows the actor references with the properties
of (flow-sensitive) static capabilities, which we call actor capabilities.
By sending other actors only restricted actor references, actors may con-
trol which messages are sent in which orders by other actors. Rules for
duplicating (splitting) actor references ensure that these restrictions ap-
ply even in the presence of delegation. The capabilities themselves restrict
message send ordering, which may form the foundation for stronger forms
of reasoning. We demonstrate this by layering an effect system over the
base type system, where the relationships enforced between the actor
capabilities and the effects of an actor’s behaviour ensure that an actor’s
behaviour is always prepared to handle any message that may arrive.

Keywords: Actor systems - Capability systems - Type-and-effect sys-
tems

1 Introduction

Actor systems have long been of interest since Hewitt’s original conception of
the idea [40], both for anthropomorphic, intuitive appeal similar to that which
boosted early interest in object-oriented programming (leading to work on ac-
tive objects [58J5]) — and because the programming model enjoys many natural
benefits that make it particularly well-suited to structuring concurrent and dis-
tributed programs. Compared to popular shared-memory concurrency models
like POSIX threads, the actor model inverts control so that all actions in the
system occur in response to asynchronous messages. This avoids classic issues
with data raced]]and deadlocks. Instead actor systems suffer from difficulties en-
suring that messages are sent or received in expected orders [4I38J67], including

! Though actor implementations embedded in imperative programming languages may
need additional techniques [35/T4U51166] to share data that was once or may again
be mutable.
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the possibility that a message arrives before or after an actor is using a behaviour
ready to process that particular message.

Static checking of message ordering in message passing systems is a classic
problem, studied in many settings. Nielson, Nielson, and Amtoft [257] examined
this problem for Concurrent ML (CML) in the 1990s, proposing what we now
recognize as sequential [65] (a.k.a., flow-sensitive) type-and-effect systems for en-
suring sends and receives in that synchronous message passing environment were
in agreement between different threads. Work on session types began around the
same time [44/43], initially for pairs of processes, and later for arbitrary numbers
of processes. (And as it turns out, those can be formulated as effect systems as
well [59].) Each of these has a language for describing all communication be-
haviour of a process, yielding possibly-complex specifications. (We discuss this
further in Section [3])

Effect systems are closely related to static capability systems, which typically
trade off some expressivity and precision for dramatic increases in brevity of
specifications [30]. Rather than allowing a program to do whatever it pleases
and attempting to analyze that after the fact with effects, these systems require
a specific capability for the program to perform any operation of interest. Dy-
namic capability systems do this via the dynamic semantics of the language:
the operation literally cannot execute without the availability of a capability
value [4954]. Actor systems are already a form of dynamic capability system —
an actor X can only send messages to another actor Y if it possesses the actor
reference for Y, and provides it to the send operation. Static capability systems
instead use static checking — usually a type(-and-effect) system — to restrict
what a region of code can do by restricting which (static) capabilities are acces-
sible to that code. In this way, the set of input capabilities can give an upper
bound on the effect of a program fragment [I530].

A less widely-acknowledged aspect of static capability systems is that by
restricting the creation or duplication of capabilities, it becomes possible to en-
force global invariants with local checks [30], which has been employed through-
out decades of work on what are now collectively known as reference capabilities,
where the capability restrictions are attached to each reference to an object. This
encompasses many ownership (and universe) type systems [7I6122], read-only ref-
erence systems [68/70[7TTI35128], and rely-guarantee reasoning applied between
references [33I5352134], to name just a few variants.

In this paper we explore this idea adapted to actor references rather than
heap references, in a version of these ideas we call actor capabilities. Each
actor reference carries a restriction, given as a formal language over message
types, restricting the order in which messages may be sent using that particular
reference; different references to the same actor may carry different capabili-
ties/restrictions, allowing highly localized checks for message ordering. We also
make an unusual choice compared to most capability systems: rather than as-
suming each actor is created with a specific fixed language, we allow each actor
to dynamically create new capabilities for itself — tracked with an effect sys-
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tem. The result is a type system which combines flow-sensitive capabilities with
flow-sensitive (sequential [65]) effects in a highly-integrated way.

2 An Intuitive Explanation of Actor Capabilities

Current actor system implementations come in two varieties: those which allow
actors to send any message type to any actor at any time, and those which
attach a type parameter to actor references (handles used to address another
actor) which restrict the types of messages that can be sent. The former category
includes early versions of Akka and modern versions of Akka.NET, as well as all
dynamically-typed actor languages and libraries (Erlang, Elixir, etc.). The latter
category includes modern Akka, which we focus on because it is closest to what
we propose. All actor systems in either category effectively handle messages by
case analysis of the message’s dynamic type. Akka (now) uses the Scala type
ActorRef [T] to represent a handle to send a particular actor messages of type
T. This is both a dynamic capability and a static capability:

— It is impossible to send an actor a message without obtaining an ActorRef [T]
referring to it. These actor references cannot be forged by a program. Thus
an actor reference is effectively a form of dynamic object capability [54]E|

— To send an actor a message of type U, code must use an ActorRef [T] where
U <: T (Uis a subtype of T). To send some other message of type B, the code
would still need an ActorRef [B] — even if a developer knew (correctly!) that
the recipient would always accept a B, the corresponding actor reference
would be required by the type system. Multiple actor references to the same
actor with different (incomparable!) message type bounds can exist. Thus
this already has much in common with reference capability systems.

Akka also ensures that if an ActorRef [T] exists for a specific actor, then that
actor will always accept messages of type T. With the capability properties above,
this invariant ensures that all messages that can be sent will be handled. The
code of Figure [I] offers a useful starting point to dig into this a bit more, to call
out the specific aspects of this situation we must generalize to deal with the set
of valid messages changing over time.

The ExampleActor is an object which when invoked (i.e., by ExampleActor ()
implicitly calling the apply method) creates a new behaviour, defined in the
presence of an Akka-selected ActorContext for the newly-created actor; for
our purposes, this is effectively a container for the new actor’s self reference
context.self of type ActorRef [MessageBase] (though of course Akka uses it
for much more). The new actor is created by Behaviors.setup. beh is a recur-
sively defined Behavior [MessageBase], indicating that this is a behavior which
accepts messages of type MessageBase (not shown). Akka’s functional API (the
one used in this exampleEI) requires each behaviour to return a new behavior

2 We are intentionally side-stepping discussions of capability-safety and ambient au-
thority raised by the ability to look up an actor reference by the actor’s name.

3 Akka also has an object-oriented API, and both are heavily used, but the functional
API is quite close to both classic actor calculi [I] and our formal development.
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import akka.actor.typed.*
import akka.actor.typed.scaladsl.*
object ExampleActor {
def apply(): Behavior[MessageBase] =
Behaviors.setup((context: ActorContext[MessageBase]) => {
val beh : Behavior[MessageBasel = // Recursively-defined behaviour
Behaviors.receiveMessage ((msg: MessageBase) => {
msg match { // Inspect the message type
case Heartbeat(sender) => // if it is a heartbeat...
val returnAddress : ActorRef[Heartbeat] = context.self
sender ! HeartbeatResponse(returnAddress) // reply
beh // Return next behaviour from this case
. // other message cases omitted
h
beh // Make beh the initial behaviour
1))

Fig. 1. A simple Scala program using the Typed Akka API

to handle the next message, which this code does in each branch of the match
statement, returning itself (so after handling one message, the behavior explicitly
signals that it will be used to handle the next message as well).

The one shown case of the behavior responds to the Heartbeat subclass
of MessageBase by first extracting a new reference for the sender to directly
message this actor in the future (the message may have been routed indirectly
through other actors). The type of the “return address” reference is specialized to
its intended use: ActorRef [Heartbeat]. ActorRef [MessageBase] is a subtype
of ActorRef [Heartbeat] — ActorRef is contravariant in its type parameter.
So via subtyping the context.self reference, which can be used to send any
subtype of MessageBase, can be coerced to a more restrictive type, which can
only be used to send further Heartbeat messages. This more restrictive reference
is then sent back to the sender.

2.1 A Capability View of Safety Guarantees

Notice that we derive important safety guarantees from the type system: the
original requestor can never use the ActorRef sent back with the response to
send the ExampleActor a message type it does not handle, and the actor is
statically known to handle all messages it receivesEI We obtain this from the
(sometimes implicit) three-way agreement across:

— The ActorRef [MessageBase] (from context.self) specifies the expected
type of messages sent to the actor. In particular, all other actor references
to this actor are derived from context.self or the spawn operation (which
yields an ActorRef of the same type), and by contravariance specify only
subtypes of ActorRef [MessageBase] — for any ActorRef [T] referring to
this actor, T <: MessageBase.

4 We are using handle in a loose sense here; the behaviour might simply ignore some
subtypes of MessageBase (intentionally or due to a developer’s mistake).
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— The Behavior [MessageBase] specifies the expected message (super)type for
incoming messages, and context.self’s type parameter to ActorRef will
always match the behaviour’s type parameter.

— The send operation (! operator) at the recipient of the response (sender)
only allows messages of type Heartbeat to be sent via an ActorRef [Heartbeat]

ActorRef [T] can be seen as a family of static capabilities. Owning one for
a particular T only permits sending values of (subtypes of) type T, even if the
destination actor can accept additional message types. The fact that each new
capability to a certain actor is created with at most the permissions of the
capability it was copied from means that creation of new capabilities / actor
references collectively preserve a global invariant that no part of the program
possesses a capability to send anything but a MessageBase in this example.
This property of creating new ActorRefs from old is similar to a cross-cutting
theme in much of the static capability literature, though only some work makes
this fully explicit [T0J33I34/53I52] (as we will need to do later). As all actor
references are either returned from the actor creation (not shown) or derived
from the actor’s self-reference (context.self), both of which have an ActorRef
parameter matching the Behavior parameter, this collectively maintains the
global property [30] that no actor reference can be used to send a message that
will not be handled by the installed behaviour. While each behaviour returns a
possibly-different behaviour for handling future incoming messages, the type sys-
tem ensures the new behaviour’s message type matches the current behaviour, so
previously-shared references to the actor never become invalid (i.e., never permit
sending messages unexpected by some future behaviour of the same target actor).

This is a valuable property, and the reason that newer versions of Akka
switched to this typed API, rather than using a general ActorRef type without
a type parameter (called the “classic” API), which could be sent messages of any
type. However, it does come at a cost. It is common for actors to move through
multiple lifecycle phases, where some messages are (temporarily or permanently)
irrelevant, yet a correct program must still explicitly include code to handle
those unexpected messages. The older untyped Akka API allowed code to simply
switch to a new behaviour which might not handle any of the message types it
previously received! This was convenient for code that was correct, but nothing
statically prevented bugs where one actor would send another a message of a
type it either expected to never see again or to not see yet. Technically, the
same can still happen with the typed API if MessageBase is actually Object,
it is simply less pronounced because developers are encouraged to use smaller
type hierarchies. It would be desirable to preserve the kinds of safety guarantees
targeted by this implicitly capability-based API, while extending them to fully
resolve the question of certain message types arriving at unexpected times.

2.2 Extending the Capability View for Message Ordering

This capability-based view of how Akka (and similar actor systems) ensure all
messages are handled can be extended to deal with the case where actors’ set of
accepted messages change arbitrarily over time.
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The key idea we will employ is to replace the single type parameter of Akka’s
ActorRef with a formal language over types — thus specifying a set of allowable
sequences of messages that may be sent to that actor. This allows the specifi-
cation of actor references that permit sending just a single message, a fixed
number of messages, sending a certain message type just once and others an
unbounded number of times, alternating message types in a particular way, or
other interesting restrictions — the notion of a formal language is quite general.

On top of this, we must preserve and extend the three-way agreement de-
scribed above. When an actor reference is duplicated, we cannot (in general)
allow the reference to be duplicated at the same type. Otherwise an ActorRef
that permitted sending exactly one message of type T could first be copied, then
used to send a T, then the copy could be used to send a T, circumventing the
intended restriction of the original capability. So we must adapt machinery for
carefully tracking splitting of capabilities [33J3453I52/9UT0] to ensure the num-
ber and relative ordering of message sends are preserved when actor references
are duplicated — including handling the subtleties from the new copies being
usable in any (possibly-interleaved) order. Fortunately there are existing tools
in formal language theory we can use to guide the design here.

The other pieces of preserving and extending this three-way correspondence
are the send operation, and agreement between actor references and behaviour
typing. The send operation clearly must be typed in a flow-sensitive manner, to
track when a send “uses up” one allowed message type. The more complex piece
is maintaining agreement between these consumable actor reference capabilities
and a more flexible behaviour typing that allows actors to start and stop accept-
ing messages of various types. The challenge is to ensure that previously-shared
capabilities continue to remain valid when an actor changes behaviours.

If we treat Akka’s existing ActorRef [T] as a capability to send a sequence
of messages of types in {7 | 7 <: T}*, then ensuring every future handler for
the actor must handle the same types is sufficient to ensure old capabilities
remain valid, because the message types are fixed permanently (invariant), so
ensuring that the initial actor references and initial behaviour agree on T at
actor creation time is a sufficient check. But if both the permissions of remaining
capabilities, and the future behaviours’ domains change over time, we will need
additional machinery to synchronize those changes. We will use an effect system
for this, where duplicating/splitting a capability for the current actor will create
obligations for future message handling tracked in effects.

3 An Actor Capability Language

Figure [2] gives the syntax, and dynamic semantics of a simple actor language
(abbreviated to omit entirely standard aspects). As in the most classic versions
of semantics for the actor model [I], an actor is a reactive program, executing
only in response to an incoming message. The actor’s message handling is defined
by a behaviour, which we model as a partial function from types to handling
expressions for each accepted incoming message type. In response to a message,
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Expressions e :=n | b| (e,e) |[e@e| —e|ifeee| (Asx.e) | p|behy (T~ €) | spawn(e)
Operators @ € + | —| x|+ |V]A
Actor Stores o € Location — behr (7~ €)
Message Queues p € list(Value x Type X Location)
Global Message Queues v € Location X Location — list(Value x Type)

L . . . .
wiose =5, pu;05€ Booleans, natural numbers, pairs, and (recursive) functions omitted

IsBehaviour(v) fresh ¢/

E-SELF z E-Spawn
w;o;selfr L—}—w wy ol w; o spawn(v) ﬁw wyo Wl — vl

Lo bass 5o ellposp’sof

E-SEND o
€
;05 Se"dr(edsn U) — 1+ ('U7 T, det); g; ()

E-MscHANDLED
*
TET 0; 0; e [msg — v] i[ wiolv
’ ’ o[l +— beh(T~¢)];v[¢, sender — (v, T) :: T3] = o€ — v'] Wo'; enqueue(¥, vy, 1)

where enqueue(?, v, u) extends each v (£gestination, £) with p(£) by appending, thus preserving message
ordering between endpoints, without committing to delivery order across actors.

Fig. 2. An actor language, partial operational semantics

the message handler may create other actors and/or send messages to existing
(or newly-allocated) actors. u;o;e KN u';o’; e says that with initial outgoing
message queue u and locally-spawned actors o, expression e running as actor ¢
steps to €/, resulting in message queue p’ (which always extends p) and locally-
spawned actors o’ (which always extends o). The L indicates the cumulative
self-capabilities generated by the reduction, which is the empty string except
when reducing an annotated self expression. Iterated single stepping shuffles
these formal languages together — an operation discussed in detail with the
type system. The language L is purely an instrumentation and does not influence
execution. Local actor reduction is deterministic in this calculus.

The full program steps by reducing an individual actor’s reaction to any mes-
sage ready for delivery: o;v = ¢’;+' has one rule, delivering an available message
to an actor which is able to handle it in the sense of running a matching handler
to completion (i.e., termination). The handler body is expected to reduce to an-
other behaviour, which may be the same behaviour or a new behaviour. (Note
that this is also how many modern actor frameworks, such as Akka, work as
well.) Message delivery is tracked per send-receive pair and is in-order between
any pair of actors in a single direction, but incoming messages from different
actors may be interleaved arbitrarily. Configurations where all actors either di-
vergeﬂ for any of the next incoming messages or do not handle them are stuck.
Configurations where at least one actor may continue executing are not stuck.

® Non-terminating message handlers are always a bug in actor programs, as they
prevent the actor from handling any messages in the future. Another static analysis
could be used to ensure termination.
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Failures In typical actor implementations, if an actor does not support a par-
ticular message type, either the message is dropped (the runtime simply doesn’t
deliver the message at all), explicitly ignored / passes through a generic handler
which matches on message type, or an exception is delivered to the receiving
actor. Regardless of typical handling in implementations, sending a message to
an actor that does not expect that message type is typically an error we would
like to statically prevent. We abstract the three possibilities above as a stuck
transition in our formalization.

Actor State and Recursive Behaviours In our calculus, there is no mutable state,
so changes to the state of an actor between messages must be encoded by re-
turning a new behaviour which somehow captures the updated state. Because
our functions are always recursively defined, we can for example encode a count
of messages received as

(Asstate. beh(0 ~~ f (state +1))) 0 (1)

That is, state binds the current count, and in response to receiving a unit mes-
sage, the new behaviour is defined by recursively calling the function with the
count incremented by one. The issues involved in direct mutable state are dis-
cussed in Section [l

Note that [T] above also highlights the construction of a recursive behaviour
indirectly through the use of a recursive function. Real actor framework imple-
mentations frequently include direct self-references in their behaviours (e.g., if a
behaviour is modeled as an object, the standard this refers to the behaviour)
or have ways to implicitly repeat a behaviour if a change in behaviour is not
explicitly requested. Both of these can be encoded in our calculus.

Actor Self-Reference and Recursive Behaviours Actors may retrieve their own
address using the self operator. Note that in our calculus, self is an operator, not
a variable bound to the current actor’s reference. While self could be modeled
as a variable, our type system treats self somewhat differently from variables,
for reasons explained in Section [£.2}

4 Actor Capabilities For Guaranteed Message Handling

The language in the previous section permits actors to send messages to other
actors that they are not prepared to handle — messages of types that may not
be dealt with by the target actor’s behaviour at the time of message delivery.
This section develops a type-and-effect system to ensure such errors are detected
statically by the type checker. Conceptually, there are two aspects. The first
aspect, which gives rise to the name of our technique, is to equip actor references
with a capability structure that restricts how they are used. Section [£.1] explains
that structure and how the use is enforced. Section [I.2] then explains how the
system ensures consistency between an actor capability sent to another actor
and the subsequent behaviours of a given actor.
Capabilities and effects are both formal languages over the set of types.
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Types 7 =:=B
Effects x € L
(Formal) Languages L € L
Paths p := x

Fke:74T" | x Rules for booleans, conditionals, numbers, and pairs omitted

T-Lam
T-App I'Er<rxrI

Fl—elz‘rLT/—(Fle I'bFey:m74I" | x2 F,f:TLT',m:T)—e:T/—(IWX
Ihepey:7 4T | x1wxe wx ' Ogze):m 57 40| {e}

T-CONTRACT T-WEAKEN
r'rr =<+ %" F,w:T/,w:T”,F/Fe:T4F/|X F,F’Fe:r%]"”\x

F,a::T,F/Fe:T4F/\X F,z:T,F/Fe:T%F”\X

T-Var T-SELF
Nz:mhxz:741 | {e} I' - self, : ActorRef(L) 4 I'" | L

IFre:m4T" | x I Fpan p: ActorRef(L) ~» ActorRef(+ L) - I’ TTIL#£0

T-SEND 77
I''+send,(p,e): 041" | x

T-SPAWN T-IF
I'ke:Beh(L)AT | x L'CL I'kFe.:BATI"| L, Vbe {t,f}. I Fey:7H4Iy | Ly

I+ spawn(e) : ActorRef(L') 4 I | x Ibtifecepep 7Ty NIy | Lo (LyULy)

Vi€ l.n. I msg : 7 F e; : Beh ((TflL) W L;) AT | L) disjoint(7)

T-BEH -
I't+behy (7~ €") : Beh(L) d4 €| {€}

L'wL’"CL

S-AcTorRREF 7 77
I I ActorRef(L) < ActorRef(L’) % ActorRef(L")

re{B,N1}Vvr=7 57" S-P 't <7m%7 I'Fo<oxo
-PaAIrR
I'Er<17x%T1 I'FTXo<TX0o%TXo0o

S-SELFSPLIT

Fig. 3. A capability type-and-effect system for our actor language. A standard exchange
rule is omitted. Behaviour types are not splittable.

4.1 Substructural Actor Capabilities and Splitting

Actor capabilities in our type system are equipped with a formal language L
drawn from Type®, and thus describe the sequence of message types that may be
sent via that actor referenceﬁ Because the language describes both a restriction
on the use of the value and a guarantee to the possessor that uses within that re-
striction should be valid, we call these actor references capabilities. An invariant
we maintain is that the combined use of any and all actor capabilities (references)
to some actor, in any interleaved order, should be allowed and handled by the

5 Technically the set of all types forms an infinite alphabet (one may have, at a min-
imum, n-ary tuples of unit for each n € N), but in the absence of polymorphic
recursion, any given program only mentions a finite number of types (those used in
behaviour case labels), and we assume Type denotes that set, avoiding subtleties of
infinite alphabets.
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actor they refer to — after all, if each capability is held by a different actor, they
could potentially be used in any order! Such interleaving can be represented by
the shuffle (1) operator. The shuffle of two words . = x1 ...z and y = y1 ... yk
(with z; and y; being possibly-empty subwords, not necessarily characters) is
defined as

T1... T WY ... Yp = T1Y1 - - - TRYE

which is lifted to languages as
LiwLly={zwy |z e Llyye€ Lo}

That is, the shuffle of two languages consists of all possible interleavings of words
from each language.

This gives us a way to control duplication of capabilities, to share actor
references without increasing the permissions available to some code. Consider
the case of an actor reference with type ActorRef(nop* - act- nop*) (momentarily
assuming our languages are described by regular expressions, which is not a
requirement of the formal development). This reference can be used to send as
many nop messages as desired or necessary, but may only be used to send an
act message once — exactly once. Simply duplicating that reference at the same
type results in two actor references which could each be used to send an act
message, and repeated duplication would then permit sending unlimited such
messages. Instead, we borrow an idea from the reference capability literature,
of splitting types with such restrictions [33I34J5352I9/10]. We borrow Gordon’s
notation [33J34] in Figure |3} I' F 7 < 7/ x 77 justifies splitting a variable of
type T into two copies, one of type 7/ and the other of type 7”. This is used
by the contraction rule (T-CONTRACT). We call primitive types and closures
reflexively splittable because they may be split without change (truly copied).
Pairs split element-wise (S-PAIR). Actor references split using language shuffle
(S-ACTORREF). Thus we could split our example actor reference into one of
type ActorRef(act) and one of type ActorRef(nop*), because the shuffle of those
two protocol languages is contained in the original:

act L nop™® C nop* - act - nop*
I' - ActorRef (nop* - act - nop™) < ActorRef(act) ¢ ActorRef(nop™)

S-AcTORREF

Note that behaviours are not splittable — they are linear, and the absence of
a rule for splitting behaviours is by design. This allows a behaviour to capture a
non-reflexively-splittable variable and use it. Recursive behaviours are encoded
via recursive lambda expressions which return behaviours, and lambdas may
only capture reflexively-splittable values — so any substructural values used in
such behaviours are freshly created each time the recursive function is invoked.

Consumption The point of use for an actor reference is via sending a message
(T-SEND). This rule types the message to send, and uses an updating typing
judgment on paths to both retrieve the type of the path prior to use (a variable,
or “field chasing” from a variable bound to a tuple), and update that type (either



Actor Capabilities for Message Ordering 11

updating the type of the variable directly, or updating the type of appropriate
— possibly nested — tuple components) to reflect sending a message of type 7.
The judgment returns the updated type environment. This structure is chosen
because our type system uses contraction deliberately, and may have multiple
bindings for the same variable; separately typing the path and updating the
output type environment would introduce difficulties ensuring the binding used
for the pure typing was the same variable updated after the send, and it is
simpler to do both at once.

77 1L is the derivative operator on formal languages, which includes all possi-
ble completions of words in L that start with the chosen element of the alphabet:

a'L={w|a-welL}

Of course the purpose of our actor reference type is two-fold: to enforce a
usage discipline on code that holds an actor reference (addressed above), and to
guarantee that uses according to that discipline are valid. The second purpose is
partly addressed by splitting (which ensures an actor cannot increase the set of
message sequences it can send to another actor) and partly addressed by effects
(which allow relating the capabilities that exist for an actor to its intended
behaviours).

Program Typing If actors only run in response to messages, how does the system
begin? A program is given by the behaviour e for an initial actor, which must
accept (at least) the unit type as a message. The initial configuration for a system
has actor pool {¢y — e} and global message queue {{g, ¢ — ((),0) :: nil}, from
which point the only available reduction (which is available) is to deliver the
unit message to the initial actor. So top-level programs are typed by

0 F e: Beh(7) 0T
F e prog

T-PROGRAM

4.2 Consistency of Actor Capabilities, Behaviours and Effects

To discuss consistency between behaviours and capabilities, we must discuss
the typing of behaviours. The type Beh(L) characterizes a behaviour which
will accept message sequences in L, though this does not fully characterize the
future behaviour of the actor using this behaviour. L is intuitively an over-
approximation of how all existing capabilities to send to that behaviour could
collectively be used — all capabilities that existed prior to that behaviour han-
dling a message. Note that this does not require knowing the exact history of
the program: it is limited to the actor using the behaviour, and refers only to
the unused capabilities, not past usage of capabilities. This information is neces-
sary for typing behaviours because they represent unresolved promises for future
message acceptance. At the same time, an actor with such a behaviour installed
may end up accepting more than L in the future, because when the behaviour
handles a message, it may create additional obligations for its actor to handle
in the future, which we track using a static effect system.
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The Effect of Capability Creation The starting point for all effects is T-SELF,
which captures the creation of a new self-reference capability that is usable
according to some particular language. Other rules simply accumulate an over-
approximation of created capabilities. Subexpressions that run together in order
(such as a function, argument, and latent function effect in an application ex-
pression per T-APP) have their effects shuffled together with LU, as collectively
all created capabilities could be used in an interleaved fashion. Expressions that
may run alternatively are combined with union — the rule for conditionals com-
bines the conditional effect L. with the true- and false-branch effects L; and Ly
as L. W (LU Ly), capturing that the condition always runs before either branch,
but it is statically unknown which branch will execute.

Note that L distributes over U on both sides, so with {e} as the unit for Lu,
these effects form a total commutative effect quantale [31]. It follows both from
that framework’s soundness results (and from our later proofs) that the effect
of an expression over-approximates the shuffle-interleaving of all self-capabilities
created during a local expression’s reduction.

Note that the system tracks the creation of new capabilities for the current
actor, not which capabilities are actually sent to other actors! This is both
simpler than distinguishing between sending a self-reference or another actor’s
reference, and also reflects the fact that an actor can send itself messages, in
which case those would need to be handled by later behaviours!]

Typing Behaviours T-BEH in Figure [3]is subtle, but captures the relationship
between past promises, locally-created capabilities, and future message accep-
tance. Unsurprisingly, the rule requires typing each branch of the behaviour’s
body, with the expectation that the result is a new behaviour (which will be
used to handle future messages). Those messages the actor handles in the future
may come from one of two sources, each reflected in an argument to the shuffle
(w) operator. The left argument 7, 'L models the fact that each branch of the
behaviour handles a different incoming message type (which must have been jus-
tified by a previously-existing capability accounted for by L), but any remaining
capabilities that existed before might still exist and be usable to send further
messages. So the left argument captures that the obligation to accept an initial
7 has been discharged. The right argument L; corresponds to new capabilities
to the current actor which this message-handler may have created, which are
then additional obligations for the future which did not previously exist, so are
not reflected in the original L. L; is guaranteed to include all new obligations
because it is also the effect of the message handler. So requiring the behaviour
returned after handling 7; to have type Beh ((Ti_lL) Lu L;) ensures that both
previously-existing obligations and newly-created obligations will be supported
by the next handler.

"It is of course also conservative: an actor may create a self-reference that it then
discards, but the discarded capability will still be captured in the effect and become
a new (un-dischargeable) obligation for the actor.
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For example, in the nop/act example of the previous section, if the actor has
only given out that one capability discussed previously, L would be nop*-act-nop*.
In typing the handler for act, the derivative of that history assumption by act
would be nop*, reflecting that the one promised handling of act was settled, and
if that was the only such capability distributed, then no future behaviour would
necessarily be forced by that old capability (which was now partly consumed)
to handle additional act messages. The derivative handles this. However, if in
response to the act message the handler created a new capability for the actor
which granted permission to send another act message, then the future behaviour
would need to reflect that, hence the requirement that the next behaviour also
handle the languages of all newly-created capabilities — incorporated via LLI.

Spawning New Actors, and Initial Capabilities The one remaining matter to
attend to is creating an actor with a specific behaviour — the rules discussed so
far ensure that if the history assumptions are accurate they remain accurate, and
T-SPAWN establishes the initial accuracy. T-SPAWN requires that the assumed
protocol L’ for the initial external capability is a subset of the language L that
the spawned behaviour assumes exists prior to its execution.

4.3 Soundness

Due to space constraints we omit details of the type soundness proof, and give
only a brief overview here; see the associated technical report [32] for more de-
tail. We use the syntactic approach to type safety. Soundness of effect tracking
follows typical form for syntactic proofs of sequential (flow-sensitive) effect sys-
tems [31], but in this case integrated with tracking of a flow-sensitive runtime
actor capability map mirroring I’s usage, to track each actor’s unused capa-
bilities to send messages to other actors. There is both a local (per-actor) and
global version of each of preservation and progress.

The essence of ensuring that outstanding capabilities match the expectations
of their respective target actors is that locally, the shuffle of all capabilities an
actor possess to another actor ¢ before handling a message (X'(¢)) is related to the
remaining capabilities after handling it (X' (¢)) by a derivative of messages sent. If
the handler sent messages ¥ of types 7 to £, then X' (¢)icaps(¢, (v, 7)) = 7 1 X(¢),
where caps({, (v, 7)) is the shuffle of all capabilities as passed through outgoing
messages (though the formal proof deals with them as an additional level of
existentials, not as something computed from the values and message types).
The right side of that equality reflects what is left of the original capabilities
after using some to send values, and the left side reflects what is remaining to
type the reduced expression, plus the capabilities that were transferred out via
messages. Thus if a capability with protocol 7 - 75 - 73 were used once to send a
71 and the remainder (now a capability for 72 - 73) were then sent in an outgoing
message, the send of 71 would be reflected in the derivative on the right, and
the message-bound remainder would be accounted for in the caps (if the leftover
capability were retained rather than transferred, it would instead be accounted
for in X' (¢)).
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5 Related Work

Our system draws on many areas of prior work, including substructural type
systems and reference capabilities, but those were discussed earlier. We focus
this section not on an exhaustive explanation of the many sources of inspiration
for this work (largely covered by related work discussions of the previously-cited
papers), but instead on comparing our work against other approaches to ensuring
that actors (or active objects) and processes handle specific message sequences
and send compatible message sequences to others.

A classic point of reference for this is Nierstrasz’s work [568] on regular types,
assigning finite-state-based specifications of object behaviour, as the sequence of
messages accepted and the resultant responses. His exposition explores the struc-
ture of these specifications and informally how they might apply to objects, but
provides no application of these types to a concrete programming language, and
focuses on composing applications by way of one object using another as its
sole client. This focus on the behaviour of the active object itself over time is
also nearly dual to ours: regular types for active objects describe the process
behaviour summatively, while in our (source-level) type system, no summative
language-oriented description of an actor’s accepted messages exists! Instead
static knowledge of an actor’s accepted language can only be assembled from
various capabilities. Active objects, as nicely captured in de Koster et al.’s tax-
onomy of actor language variants [19], do not permit changing the set of accepted
messages over time. Support for such changes is an explicit goal of this work.

Our calculus is pure, but many popular actor frameworks are in languages
with mutable state, and permit sharing references across actors on the same
machine [ITJ36]. The introduction of direct mutable heaps raises classic issues
of balancing safety and efficiency of sending messages. Deep copying of state is
always sound, but highly inefficient, especially when the data being sent is either
immutable or the sender discards its own access to the mutable data after send-
ing. This has motivated a great deal of work on various flavors of uniqueness and
mutation control, including a great deal of work applying the reference capability
notions discussed in the introduction to track forms of unique ownership trans-
fer or object immutability [35J34JUTOJTI60I28]. Some of this work [35/14] has
specifically been applied to actor systems)®| However, incorporating two orthogo-
nal flavors of capabilities — the actor capabilities proposed here, along with the
reference capabilities from existing work — would distract from the main techni-
cal development of capabilities for controlling message ordering in actor systems.

An alternative approach to managing state sharing and exchange between ac-
tors is the introduction of specially-shared capsules. De Koster et al. [20/18] intro-
duce domains, which are shared-memory constructs which actors asynchronously
request access to (akin to asynchronous mutex acquisition). Similarly, Cheese-
man et al.’s cowns [I2] (named for concurrent ownership) are shared resources

8 Now that the relevant NDAs are long-expired, we can finally say in writing that the
context for [35] was the Midori [23] derivative of Singularity [24J45], where processes
were essentially actors.
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accessed by asynchronously-spawned computations that run only when all re-
quired cowns are available at once. Some of the most closely related work to
ours also falls into this group: Caldwell et al. [8] describe a specialized data ex-
change environment called a dataspace, as well as an effect system describing
behaviour over time for actors and data — effectively dual to our approach of
restricting actor behaviours with capabilities. Similar to Skalka et al. [6463],
their effects give abstract summaries of actor behaviour, which can then be used
to model-check properties of the program — the effect types for both Skalka
et al.’s work and Caldwell et al.’s work give a model that is verified to soundly
abstract the program code. Establishing a formal relationship between our capa-
bilities and behavioural effects like Caldwell et al.’s, akin to Craig et al.’s formal
relationship between flow-insensitive capabilities and flow-insensitive effects [15]
would be intriguing future work.

Session types [44/48], choreographic programming [62/16)27], and multitier
programming [69] solve the issue of agreement between the messages accepted
by a given process and message sent to it by others in the inverse way of what
we describe here. Instead of analyzing correctness of processes in isolation, these
approaches start with a single program describing all global behaviour, and a
compiler generates code (or in the case of session types, synchronization skele-
tons) for individual processes via a projection process. These approaches are
generally applied to synchronous message passing, though Harvey et al. [37] and
Neykova et al. [56] have adapted session types to actors (though still using a
global description of the full orchestration which is then projected for each of
a fixed set of roles). By contrast, our lack of a global type is a trade-off. On
one hand, there is no complete closed description of behaviour separate from the
code itself, which can be useful for understanding the system as a whole. On
the other hand, actors in our approach can be specified and checked in isolation
(e.g., as library components), without needing to know a priori how they fit
into a larger system, because any messages accepted by the actor beyond those
described in the initial capability returned from spawn are chosen by the actor
itself. Like Caldwell et al.’s work [8], the type of a process in these approaches
describes all of the process’s future behaviour, rather than only the promises it
has made to its environment about its behaviour (as in our work).

Originating around the same time as classic binary session types [43], Nielson
and Nielson [57] described one of the earliest flow-sensitive effect systems, for
ensuring Concurrent ML (CML) processes sent and received synchronous mes-
sages in an expected order. This early similarity turned out to be quite relevant,
as session types can be recast as an effect system (and vice versa) [59]. Thus the
idea of applying effect systems — or an equivalent formalism — to ensure correct
message request ordering is itself far from new. And the idea of using capabilities
to restrict effects is also not new, going back past recent formal connections [I5]
to many earlier expositions of effects [39/50] in an implicit form.

Two aspects of our approach distinguish it from this established body of
work. First, this is to the best of our knowledge the first use of flow sensitive
capabilities (a form of coeffect [I3]) to achieve safe ordering. While the relation-
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ship to a putative effect system achieving the same ends has not been formally
pursued, and this likely carries some of the downside of capabilities (vs. effects)
outlined in our prior work [30] (which applied only to flow-insensitive effect sys-
tems), it also carries a unique advantage in system design not discussed in that
paper. While effect systems may obtain greater precision in reasoning about
side effects [30], they do so at the cost of needing to “reconstruct” behaviour and
check compatibility after the fact. In contrast, our capability formulation of the
problem inverts this checking, and places each actor (and its original allocation
site) in firm control of how other actors interact with it — the protocols of the
self-capabilities an actor sends to others directly constrain those others’ interac-
tions a priori, localizing checks to a far greater extent than in CML or session
types — no direct global accounting of behaviour is required to exist.

Second — and a complementary factor in not requiring a global behavioural
description to exist — is our use of an effect system to track capability cre-
ation. This differs from most static capability work, which typically assumes all
possible capabilities for something exist upon its creation, and must be passed
through the program. Instead we treat actors’ retrieval of a new self-reference as
a dynamic capability creation — via effects. While it has long been recognized
that both coeffects (e.g., capabilities) and effects are required to reason about
various combinations of independently-interesting static analyses and language
semantics [26[17], ours is one of very few examples of mixing coeffects and effects
as part of a single static analysis.

Another body of work with a more nuanced relationship to the work re-
ported here is the concept of mailboz types, as originally proposed by de’Liguoro
and Padovani [2I] and later implemented for an actor language with explicit
mailboxes by Fowler et al. [25]. The core idea there is to drastically restrict
aliasing of mailbox references, and use the near-linearity to reason about the
contents of the current actor’s mailbox, using commutative regular expressions.
Beyond their implementation of their system, and experience applying it to some
benchmark programs, there are three key differences between this idea and ac-
tor capabilities. First is that the behaviour tracking is almost inverted: rather
than restricting senders to only send what the recipient expects, the recipient
is instead restricted to only request things from the mailbox which are known
to have been sent to it. Mailbox types are predicated on the selective receive
operation present in some actor frameworks, which retrieves a message of spec-
ified type. Thus mailbox types prevent an actor from issuing a selective receive
which would fail. Second is that only message multiplicity is tracked, because of
the commutative regular expressions; the use of selective receive makes this the
appropriate modeling choice, though most actor frameworks include both nor-
mal and selective receive, making integration of our ideas and theirs interesting
future work. Third, they use a combination of second-class values and a mild
relaxation of linearity to deal with aliasing of mailboxes and strong updates to
mailbox types. By contrast, we permit many aliases to each actor whose usage
restrictions we track, by ensuring that each alias is independently usable (via
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LU); again, their choice is a reasonable one for their setting, as each mailbox is
expected to be consumed by only one actor.

Program logics have also been used for reasoning about correctness of actor
messages. Gordon [29] proposed modal assertions of the form @;(P) inspired by
hybrid logic [3], indicating that P was true of the state of the actor at . Thus
assertions true at the sending actor could be packaged in this way, and communi-
cated as part of message invariants; a rely-guarantee-style relation constraining
state evolution worked together with a restriction to only send assertions stable
with respect to that relation ensured the assertions about other actors were never
invalidated, but limited what could be proved to assertions over monotonically-
evolving portions of state (though CRDTs have shown this can be made more
flexible than it initially appears [61]). More recently some program logics (instan-
tiations of IRIS [40]) have tied together ideas from session types and verification
for simple actor languages [41J42]. This work handles protocols similar to binary
(for Actris) or multiparty (for Multris) session types, but each message has not
only a value but a set of assertions that the recipient may assume upon receipt of
the corresponding value. This is much more powerful and flexible than Gordon’s
approach, at the cost of complexity. Gordon’s system was prototyped as a library
for the automated verification tool Dafny, while the modern approaches rely on
IrIS embedded in an interactive proof assistant. The key point of comparison
to the present work is that Actris and Multris do ensure the absence of un-
handled messages, but the specifications for doing so are essentially traditional
session types. Compatibility when delegating use of a channel to another process
is checked via an ad hoc simulation search procedure akin to Militao et al.’s [52].
In contrast, our use of shuffle uncovers a clean algebraic structure underlying
common uses of sharing and resharing the addresses of other processes, though
it is less general than Actris and Multris, where the correct continuation of a
protocol may depend on the specific value sent.
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